Hactpoiika aBTopusauum u yueta Tpapmuka Ha MUKpPOTUK v5.24

1.MpeanonaraeTca, 4To No Bce ymondaHuto: 192.168.88.1 n Admin 6e3 napons. UHTepdelicbl s
yaobcTea nepenmeHoBaHbl B8 WAN 1 LAN2-LANS cootseTcTBeHHO. LAN2-macTep nopT, T.e. NOpT Ha
KOTOPbIN 3epKannpyoTCsa NogKkatodeHHble nopTbl. MHTepHeT, DHCP, DNS n NAT paboTatoT no
YMOTYaHUIO M UX HACTPOMKY Mbl He paccmaTpusaem ©.

2.0nqa ypobcTBa Bblaensem pasbem 5 ans KOHOUIypupoBaHusa:

[ x

Hide Passwords W (51
=l E3

Interface <LANG>

General ‘Elhema Status  Overall Stats  Fix Stats | ..

Name: |LANS

Type: |Ethemst
MTU: [1500
LZMTU -

Ma L2 MTU- [4074 |

MAC Address: |D4 CABD 5E 63:4F |

ARP: [enabled [=]

Mastar Por. TR |+ |

Radius Bandwidih (R [unlimted || //unimited  |[¥]

Toals Switch: [0 |

New Teminal
MetaROUTER
Make Supout rif
Manual

Exit

[lna aToro fOCTaTovyHO ero oTKAYUTL OT MacTep nopra.

M HasHauMTb eMy OTAE/bHBIN NOCTOAHHbIM agpec, Hanpumep 10.0.0.1

Hide Passwords [

Address List

%°192.168.10.194/24 192.162.10.0
::: default configuration
#°192.168.881/24  192.162.88.0

Radius

Tools

New Teminal
MetaROUTER
Make Supout.rif
Manual

Exit

370 ya06HO, T.K. NpY KOHGUTYPUPOBAHUK CBA3b C OCTA/IbHLIMU MOPTAMM ByAET TEPATLCS.



3.0o6aBnsem Radius cepsep.

(¢ x

Hide Passwords W (51

Radius Server

General | Status

- Service
D
hotspot [ wireless

&=
D] 7+

Called ID;

Domain

Address: |1

Secret
Radius

Tools Authentication Port: |1

New Teminal Accounting Port
MetaROUTER
Make Supout rif
Manual

Exit Titem (1 sel

Timeout:

ObpaTtnte BHMMaHKWe Ha Secret — 3TO KNtOYEBOE CNOBO ANA NoAKkNoveHMA K Radius-cepeepy. B maHyanax
npegnaratoT — 123456. Boibupaem Heobxoaumsle Service — hotspot, dhcp, login n ecnn ectb wireless.
Ok! TyT ke ponosHUTENbHAs KHOMKa Incoming, Aenaem BCe TaKKe.

Requests: |0 ] Apply
- -
= P —

New Teminal Naks: D

MetaROUTER

Make Supout.rif
Manual

Bt Titem (1 selected)




4. Mposepsaem HacTpoiiky DHCP cepBepa. Hac nHTepecytoT rasiodkun BHU3Y:

Bootp Lease Time:
Address Pool: |d

Src. Address:

Radius
Delay Threshold
Tools

New Teminal fterdsdeey |7
HetsROUTER oone 3]

Make Supout rf Add ARP For Leases
Manual [[] Aways Broadcast
Exit

Senvers | Server Profies Users User Profles Active Hosts IP Bindings  Service Parts

[#][=] [v]=]

11>
Name: oK
Interface: |LANZ [#] Cancel
Address Paol: |defaut-dhep = oply
e

Idle Timeout: |00:0%:00 - Copy

Radius
F—. Kespalive Timsout: -

New Teminal Addresses Per MAC: “* [ Reset HTML

MetzROUTER 1 am (1 scle]
Make Supout rif

Manual

Exit

IP of DNS Mame:




Bce xMTpocTM B HacTpoiike Nnpoduns

@
Hide Passwords W (51
Interfaces =] E3]

Bridge Servers  Server Profiles ‘Users User Profiles  Active  Hosts  IP Bindings  Service Ports ...

FPP E‘E‘

Name +|DNS Name  [HTML Directory | Rate Limt se/bx)
T @defaut hotspot

Routing
System '} ] Cookie
GQueves [] HTTPS
Files HTTP PAP [ Tral

Log MAC Auth. Password

Radius

Ea— HTTP Cookic Lifctme: [3d 00:0000
New Terminal SSLCetiicate: [none || 7]

MetzROUTER 1 em (1 sclect

Make Supout rif
Manual Trial Uptime: Limit: |00:30:00

Exit Trial Uptime Reset: |1d 00:00.00
Trial User Profile: lz‘

[] Splt User Domain

PekomeHayto Cookie oTknto4aTh Ana 6esonacHocTM. A BOT 3To 06a3aTeNibHO!

Hide Passwords W (51
Interfaces =] 3

Bridge Servers  Server Profiles ‘Users User Profiles  Active Hosts  IP Bindings Service Ports ...

FPP E‘E‘

Sz Name 7 |DNSName  |HTML Directory | Rate Lim k) |
“ @defaut hotspat

auit>
Generl | Logn RADIUS |
Use RADIUS

System Default Domain: A

Gueues

Routing

Fies Location ID -

Log Location Name -

Radius =
MAC Format: | XOX0<HK XK [#]

Tools

New Teminal Accounting

MetaROUTER  [{jtem (1 soleqt|  "eerim Update -
et TV E—

Manual
Exit

Ob6paTtute BHMMaHKe: Bblbnpaem NAS Port Type — Ethernet, no ymonuyaHuto wireless. Bkatoyaem
RADIUS. U ewe ectb MAC Format, ans yaobctea npeanarato ero nomeHsaTb Ha XX-XX-XX-XX-XX-XX, Tak
KaK MMEeHHO B TaKom BMAe oH ynoTpebasetca 8 Windows. Ok!



6. Hactpoiika UserManager.

6.1.YctaHaBansaem naket All packages co ctpanmuubl http://www.mikrotik.com/download ans atoro
pacnakoBbiBaem ero B nNanky M nepetacknBaem BCe KOMMNOHEHTbI B 3aKknaaKy Files n neperpyxaemcs.

Hide Passwords [ (5

Interfaces
Bridge
PPP

[ File: Name + |Creation Tim
Routing Chotspat directory Mar/2172 =
(D hotspot/img Mar/21/2(
System [El hotspot.img/ogobottompng  png file Mar/21/20
T [Thotspot/v dirsctory Mar/21/2(
[E) hotspot.dv/alogin html it file: Mar/21/20
Files [ Potspot v/ rdvert himl e file Mar/21/20
Log [E) hotspot.tvAogout html it file: Mar/ 21720 |
[E hotspot.lv/status html bt file Mar/21/2()
s Ei hotspotv/login himi i fie Mar/21/20
Tools [ hotspot.Av/smors b b file Mar/21/20
New Termingl Dhotspot.Aml directary Mar/21/2(
[E hotspot 4l Aogout himl bt file Mar/21/2()
MetaROUTER Ehotspotmwcgom.html “html file Mar/21/20
hotspot.sanl/emor html bt file Mar/21/2()
LB 53 hotspet i/ Hogin Fim file o]

Manual +
Exit 38 items (1 selected) |4ID.2 MB of 61.4 MB used

Y MeHn 3aecb MHOTo pabounx ¢paiinos, y Bac oHu Toxke nosasaTca Bo Bpems paboTbl. A BOT
KOMMOHEHHTbI .npk HA0BOPOT MCUE3HYT NOCAE Nepe3arpy3kyM — 3HaUUT BCE YCTAaHOBUIOCH!

PS OueHb BaXKHO BbIGPATb NPaBUAbHYO COOPKY NAKETOB, COOTBETCTBYHOLLYIO MPOLECCOPY U BEPCUMN.
6.2. Meps.biii 3anyck UserManager

MogKntouyaemca Yepes TepMuHan (telnet, putty 1 T.n.) K MUKPOTUKY U cO34aeM agMUHUCTPATOpa AN
UserManager-a

nn

/tool user-manager customer add login="Admin" password="" permissions=owner
fl OCTaBMA TaKOWM e KaK U OCHOBHOM, HO HM YTO He MelLaeT BbibpaTb A4PYroi 1 YyCTaHOBUTb NApob.
Ecnv 3abbinn, To 3Ta KOMaHAa HaNOMHUT

/tool user-manager customer print

Tenepb Mbl MoxKem 3aiiTn B UserManager http://10.0.0.1/userman



http://www.mikrotik.com/download
http://10.0.0.1/userman

6.3. Mogkntovaemca K Radius cepsepy. Kak Buaum Ham noHagobuTca ero agpec, CeKpeTHoe C/10BO U
BxoAAwmi nopt (cm. n.3) n OBA3ATE/IbHO npaBunbHbI BpeMEHHOM NoAC, COOTBETCTBYIOWMUI BpemMeHn
W HacTponKkam B MUMKPOTUKE 1 Ballem Komne.

@ http://10.0.0.1/userman

MikroTik Add  Edit

Mikratik User Manager

¥ Name % IP address % Shared secret

MikroTik 127.0.0.1 123456
Per page [20] v

O
[

Router details |3¢]

& Main
Payments Name: [MikroTik
Owner: Admin
IP address: |127.0.0.1
Seti
nos Shared secret: | 123456
Eepots Time zone: [+04:00
1 A sessions Disabled: [
Authorization success
Authorization failure
Accounting success
Maintenance Accounting failure
w Radius incomming
CoA support: [v| Use CoA
CoA port: [3799 |

English ~ Request statistics

Profiles

1 A users

‘Advanced search Log events

Logout

6.4.0npepensem MNpodunb. Y meHsa oH 6e3AMMUTHBIA U BecnnaTHbIA, HO Bbl MOXKETE MOUTPaTb C HUM.

@ hitp://10.0.0.1/userman e & Mikrotik User M... # K I

MikroTik | | profiles | Limitations

Mikrafik Liser Manager
Profile: |UnLim

Mame: UnLim

Name for users:
Owner: MikroTik

Validity: |

Starts: |Atfirst logon

Price: [0.00 |

Shared users: |Unlimited
[ saveproiie Remove profile

Profile limitations
vl lactive IConstraints
1 A sessi Wl lalways
Add new limitation Remove selected limitations

1 A users

Advanced search

Maintenance

Logout

English




6.5. A Tenepb camoe UHTepecHoe — 3aBoAMM nosib3oBaTesieir. OHM MoryT 6bITb ABYX BUAOB: C

NornHom/MNaponem nnm c MAC agpecom A1 aBTOMATUYECKOro NOAKNOHEHMS.

e Bl & hittp://10.0.0.1/userman 0~

MikroTilk

Mikrofik User Manager

Add

Routers

v

Users

Logs

Payments

Profiles

Setlings

Reports

1 A sessions

1 A users

Advanced search

Maintenance

Logout

Edit Generate

User details

* Main

% Actual profile

UnLim

Usemame: |userl

UnLim

Password: |useri

Disabled: [ ]
Owner: Admin
~ Actual profile
4 Constraints

IP address: |0_0.D 0

["] Bind on first use

Caller 1D:

Shared users: |Unlimited

w Wireless

w Private information
o G

w Bill

w All profiles

[UnLim

Per page [20] v

| Show sessions ”

English

@ el @ hitp://10.0.0.1/usermnan

MikroTik Add Edit Generate

Mikrotik User Manager
eg User details (%] 7 Actual profile

00- & Main unLim
use Usemame: [00-90-27-B0-D5-5E UnLim

Password: Per page [20] v
Disabled: [ |
Owner Admin
w Actual profile
Payments « Constraints
Profiles IP address: |0_!}.D 0

. [Z] Bind on first use
SETE Caller ID:

Reports

1 A sessions

Shared users: |Unlimited
¥ Wireless
1A users  Private information
~ Statisth
Advanced search - Bill
 All profiles

Maintenance

[UnLim

[ showsessions ||

Logout

English

Kak BuauTte pasHuua Hebonban. Ansa MAC agpeca naposib He 0b6s3aTeneH (34ecb Ham U NPUTroaANTCS
dopmaT MAC cm.n.5 npu KonvpoBaHUK U3 BUHAbI). O6A3aTeIbHO YKa3aTb KOANMYECTBO NOJIb30BaTeel
OAHOBPEMEHHO UCMOJIb3YIOLLMX 3TOT IornH — Shared users: n BbiIbpaTb npodunb: All profiles .

Ewe nHTepecHas Bo3mMoXKHoCTb Constraints: 3To onpeaennTb NocTosAHHbIN IP nosb3oBatens, nam
cAenartb 3TO aBTOMATUYECKM MPY NEPBOM MOLK/TIOYEHNM.



7.Bxoaym B MHTepHeT.

Bbl He 3a6bIn NOAKNIOUNTL paboumnii Komn K nopTam Lan2-Lan4? BoT Tenepb U BXOAUM C HEro B
nHTepHeT. Ecan nonb3osatenb nponucaH ¢ JlormHom/Maponem, To YBUANM TaKyo KapTUHY

Mt MikroTik Routers and [ internet hotspot > loc =

& @ | & 192168881 : internet hotspot = login

Latwviski

login |user

OK

HOTSPOT GATEWAY

Beoaum SlormH/Maponb 1 nogkntovaemcs K MHTepHety. MoKa Bawwa ccecus He npepBseTca, NoBTOpHan
ayTeHTMOMKaums He noTpebyetca. Ans MAC nonb3oBaTtenen, NOAKAOYEHME NPOMAET aBTOMATUYECKM:)



8.CrtaTucTtumKa.

MMWKPOTUK NPeaoCcTaBseT AOCTaTOYHO OrPaHMYEHHYIO CTaTUCTUKY, HO Ham ee J0CTaToYHO. 3a nepuroa,
Mo Ka)kA0My N0/1Ib30BaTeto YKa3biBatOTCA €ro CCECUMN U CYMapPHbI TpaduK.

& http://10.0.0.1/userman

& Mikrotik User M...

MikroTisk

Mikrafik User Manapger

Routers

Users

Sessions
Customers
Logs
Payments

Title: |

Price

Traffic

Sessions

Total

Human readable

Owner: |Admin

Peﬁodﬂ

((mm/dd/yyyy)

' HTML
TYPe: o cav
Download as file

Generate

Seftings

1 A sessions

1 A uzers

Advanced search

Maintenance

Logout

English

Click here if the popup didn't show up

User  Profile! Price. From “Until Session From | Session Until || Uptime Download Upload '
04/04/2013 04/04/2013
17:23:28 17:23:39 11s 971B  1709B
00-90-27-B0- ;. 03/22/2013 04/04/2013 04/04/2013 s
D5-5E 13:16:46 17:23:39 17:23:42
04/04/2013 04/04/2013
17:23:51 17:23:54 3 5208
_ 03/22/2013 04/04/2013 04/04/2013 .
Toal: 13:16:46 17:23:28 17:23:54 e L =
04/04/2013 04/04/2013 sz
17:24:15 17:39:24 15mgs  48MIB ;g
04/04/2013 04/04/2013 ) .
' 041041201 17:39:40 182441 45mls 143 MiB 10.3 MiB
userl UnLim 17:24:15 04/04/2013 04/04/2013
173040 185094 1h19m44s 28.9 MiB  10.6 MiB
04/04/2013 04/04/2013 11451
19:00:13 19:07:10 6md8s  274.5KiB ig
_ 04/04/2013 04/04/2013 04/04/2013 : .
Total: 179445 179445 100710 1h41m53s 48.3 MiB | 21.6 MiB
_ 03/22/2013 04/04/2013 04/04/2013 : .
Total: 131646 179398 100710 1h42m12s 48.3 MiB | 21.6 MiB




